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Original Article

This is a peer-reviewed article.

Research and Development into a Safe and Secure
Integrated Shopping Support System to Reduce the
Physical Burden on the Elderly and Disabled

Associate Professor, Doctor Toshiki Nishiyama
(Faculty of Urban Life Studies, Tokyo City University)

Abstract Senior citizen and citizen with disabilities increase in Japan, and the

people for whom it's difficult to shop is increasing. Smart phone spread and an

author noticed that many citizens use it. Consequently, we developed an integrated

shopping support system for obtaining goods smoothly, which implements safe

and secure payments by simply photographing product codes with a smartphone.

This system uses Logo Q, a high-security, high-visibility, full-colour, and next-

generation QR code that has been under development by our team for a long time.

In conclusion, both of city farmers and the citizen who shops evaluated interface of

this system highly.

Keyword : Shopping Support, Elderly People, Disabled People, Universal Design,

and Logo Q

1. Research Background and Aims

In Japan, the populations of elderly and
disabled persons are growing. Additionally,
owing to globalization, the number of foreign
residents is also increasing as is the number of
working women with children and dual-income
couples. It is very difficult for the elderly, the
disabled, foreign residents, and mothers to shop
routinely. There is increasing concern in society
regarding food, which is a necessity of life,
and the desire to buy high-quality foodstuffs is
growing. Considering the societal background
described above, and assuming the existence
of “shopping refugees”, a term for the elderly,

disabled, foreign residents, and mothers without

easy retail access, there is considerable societal
significance in constructing a support system to
enable effective, routine shopping without any
physical burden. Consequently, we developed
an integrated shopping support system for
obtaining goods smoothly, which implements safe
and secure payments by simply photographing
product codes with a smartphone. This system
uses Logo Q, a high-security, high-visibility, full-
color, next-generation QR code that has been
under development by our team for a long time.
We aim to distribute Logo Q to society following
field trials and evaluation. Additionally, we aim
to create a societal system that allows everyone
to consider food safety, while generating a form

of communication that uses Logo Q to smoothly
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link producers and consumers in a safe, secure

manner.

2. Research Methods and Details

In 2016, we created a system that enables the
selection of products by simply reading a Logo
Q code from previously distributed flyers, as
shown in the figure below, using a smartphone.
The system enables easy payments from a pre-
registered credit card by directly connecting to
the payment site. Logo Q has a unique code added
to a general QR code, enabling the encoding of
characters (including symbols, numbers, and
Chinese characters) into the code. Consequently,
it is highly secure and allows for the construction
of product selection and payment systems that
constitute a low burden for the customer, as well
as being safe and reassuring. Additionally, we
have developed a system that allows for easy
communication with vegetable producers, simply

by reading the Logo Q code affixed to vegetables.
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In 2017, we used the system from Figure 1 and
2 developed in 2016, to prepare for a trial of the
system’s operations in the metropolitan areas
of Kanagawa Prefecture, using fresh fruit and
vegetables as an example, due to their high
demand among urban consumers. Through this
trial, we clarified the usability of the system
from surveys of trial participants living in cities
and reconstructed it to attain an even more
complete system. The system includes a rural-
city synergistic system that enables safe and
reassuring communication with producers by
photographing the Logo Q of purchased fruit
and vegetables. It will become the foundation for

allowing society to consider the safety of food.

3. Research Results and Discussion

Our research group constructed a shopping
support system for delivering products at a
specified time. The system enabled simulated

shoppers to simply order and pay for products by
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Figure 1. (Left) Conceptual overview of simple product selection and payment using Logo Q. (Right)
Conceptual overview of the “rural-city synergistic system”, a communications support system using
Logo Q to connect consumers and vegetable producers in a safe and reassuring manner. (In Japanese)
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Figure 2. The citizen who participated in an experiment just takes a picture of Logo Q of the goods
he wants by smart phone, and order and a settlement are possible. When there are a picture of
vegetables and Logo Q, foreigners can shop easily, too. (In Japanese)

using a smartphone to read Logo Q color codes for
products they wished to buy, which were recorded
on flyers. Because consumers have commonly held
the opinion that they want the purchase of fresh
vegetables to be made easily, in cooperation with
farms that could provide vegetables that were
freshly picked in the morning, we implemented a
demonstration trial of the system for 1 week from
October 10, 2017, with a further retrospective
evaluation survey for 1 week following the trial
(Figure 3).

The simulated shoppers were sampled from 3
homes in Fujisawa and Ayase, where the shopping
refugee problem is becoming severe. We asked

3 farms that sold vegetables in an agricultural

cooperative in Fujisawa for cooperation. The
overall evaluation of the cooperation between
simulated shoppers and farms is recorded below.
Based on this overall evaluation, we will improve
the current system in 2018 and perform trials and

evaluation using the new system.

(Simulated Shopper A)

Thinking about this from my standpoint
as a district welfare officer, in recent years,
supermarkets and arcades have been closing
one after another, even in sub-metropolitan cities
in Kanagawa Prefecture, such as Fujisawa and
Avyase. I would be very happy to see systems such

as this, where you can easily buy something from
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a smartphone —whenever, wherever—, shift from
a test product to the implementation stage. In
Kanagawa Prefecture, the elderly comprise almost
half of the total population in many areas, and I
have heard that areas outside of the Tokyo area
are the same. Thinking 10 years into the future,
I would certainly like to see this implemented.
However, since people of a certain age are not able
to become accustomed to smartphones, I think it
is likely necessary to have telephone ordering as
an alternative, until those in their fifties, to whom

smartphones are ordinary, have become elderly.

(Simulated Shopper B)

I think it is wonderful to have fresh vegetables
that were picked in the morning and are usually
found in agricultural cooperatives’ direct sales
outlets, delivered at a specified time the very
same morning, by just reading the “Logo Q"
color code with a smartphone and pressing the
purchase confirmation button. The vegetables
delivered were also of the fine quality expected of
food produced for local consumption. I think many
people would be happy to receive fresh vegetables
by around 10 a.m., and because of the advances
in refrigeration technology, I think it is possible
to preserve that freshness by making good

use of cooler boxes in dual-income homes and

Figure 3. Scene of Experiment from Oct 10, 2017.

\ida

apartments. I'd be happy to see this implemented.

(Simulated Shopper C)

From the standpoint of user-friendliness and
usability, I regard the ability to order things
by reading a “Logo Q" color code and pressing
the confirmation button to complete the order
as excellent. It is great that the order history is
sent by e-mail and that the payment is completed
using a pre-registered credit card upon reading
the code. Also, it uses payment technology, which
relies on the smartphone’s telecom carrier. From a
technological perspective, I would like to see this
popularized. At the same time, from a shopping
standpoint, I also feel that I would like it to be
developed into a way of shopping for goods from
farmers that produce vegetables, rather than for
products. For example, it would be good to have
a “Logo Q" modeled after a farmer’s face, which
shows their recommended vegetables for today on
the screen, which you could then select and buy.
There are some famous farmers in the region, and
the branding of vegetables has also advanced, so I
think it would also be good to have codes for the
farmers, and I hope that this suggestion will be

considered.
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(Farmer A, Provider of Vegetables)

Being able to control purchaser, producer,
order, and payment-related information with
just a “Logo Q" color code, and being able to
share this with the end customer, purchaser, and
transport company are some of the good points
of this system, and I think this code controlling
feature is also convenient. However, because
personal data, such as the purchaser’s information,
is transferred in the current test system, this is
a concern from the standpoint of personal data
protection and security. It's a system that I would
certainly like to see implemented, and I'm happy,
as a producer, to be able to sell things both to a
direct sales outlet and by telemarketing. I'd like to
use it in the future, but I'd like the experiments to
continue to make it more stable from a security

and personal information perspective.

(Farmer B, Provider of Vegetables)

This experiment concerned the collection of
vegetables from farms by a transport company
and the delivery to simulated shoppers. However,
given that farms suffer labor shortages, I expect
there will be problems whereby farmers cannot
regain the time lost waiting for a transport
company. This is why it is good to have a system
whereby the agricultural cooperatives gather all
the farmers’ produce at direct sale outlets and
provide them to the customer. In such a case,
the farmers can use their time effectively, and
reduce transport costs. Moreover, the biggest
theme, as a producer of vegetables, is stabilizing
income. To have a quick, stable profit from
what was bought, I think it is best to have the
agricultural cooperatives, which also function

as financial institutions, shoulder the integrated

role of this system. Farmers are union members
of the agricultural cooperatives, and so most of
them have bank accounts with the cooperatives. I
would be happy for this system to be adopted by
the agricultural cooperatives that act as financial
institutions. As a farmer, I think it is a good idea
to have a method of charging, for example, the
credit card companies, after the farmers have
been paid the profits in advance from their sales
history. I think that, as a rule, transport costs are
currently borne by the shopper, who receives the
benefits. However, I think it would be possible to
reduce the cost using methods, such as having the
produce collected at the direct sales outlet of the

agricultural cooperatives, as described above.

4. Conclusions and Future Development

As shown above, the shopping support system
was generally well received by both the simulated
shoppers and the farmers. Consequently, we
will improve the system to reflect the views
that appeared in the evaluations, building on the
current system as a foundation. Additionally, as
well as agricultural cooperatives, this system
has received interest from multiple vendors
that transport rental CDs and DVDs. We will
pursue further investigation into the possibility
of collaborating on multiple business fronts and
continue to examine the implementation of the
system in society. Author makes the Logo Q an
entrance of the Internet to make IoT society
(Figure 4). Author would like to make innovation
of Logo Q and innovation circulated fused and
examine “easiness of shopping”. Finally, author
would like to contribute to city people’s living

qualitative repletion.
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Small Scale dispersed Stirling Engine u - CHP Contributing to
decarbonizing Society By Use of Waste Biomass as Heat Source

ERE WNPOHAZRY—) v 7y Y v ERIHR)
Takeshi Akiba (Japan Stirling Engine Society,)

Abstract Biomass is basically waste generated in small amounts and dispersed.
The type, shape and properties of this waste vary widely, and it is treated in
various ways such as incineration, sewage treatment, fertilizer and feed depending
on its shape and properties, and returned to nature. Recently, those with high
fuel value even in the case of waste biomass are effectively used such as power
generation to reduce CO, However, the energy use of biomass has difficulty in
profitability, and its driving force towards popularization is weak.

This paper describes the superiority and efforts to its development on “Stirling
engine u -combined heat and power (SE u - CHP)” realizing the most profitable
business model, which co-generates the hot water and power by direct burning
of chicken manure. Especially, as the SE u-CHP can generate power and hot
water with enormous amount of chicken feces (about 10 tons in 100,000 bird
house) occurring every day, it can dramatically reduce the electricity and fuel
expenses consumed in the chicken farm. Also, the period of investment recovery
is considered to be 3 to 4 years, and its market size is expected to be around 350
billion yen.

BEE N A I < AR REDP O CRET L2HEEN TH 5. Z DBEFEDIX
ZOMEHE - TR - R ZILICE Y, ZOTRIRPLEIRIZIS U CTHREENR T RWLEE % 7211
B R BRI S, BRFUSEEIN D TFEIZBEENL T ATH
IREHIE S F VD D1E COHIRD 720125 E 2 EAMAH A b b, L LA
OENA F R ADITANF —FIHZREEICEED D 0 BRI ET 7L IZE
AEIIHRETICB TR R DS “BIRABERMEREL, BEEKRA
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TWh, JFICHBIEICL S “SE u-CHP" 1Z. HARAETLHEKLZEOBE (107 H5H
HTH10ton) ZZANF—L LCHBLREAREL, BELICBVTHET 2ER
FOBE R REHIRTE, ZoEERIDIIHEIL 3 ~ 44, »OliHELIE3500
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Keyword : Stirling engine, CHP, Biomass energy, Chicken manure, Decarbonization
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In the era of smart information Support distribution of people,
goods and money Infrastructure code

W O B— (A-Ta3za=4r—3 3y Aktath)
Azuma Yoichi (A - T Communications Co., Ltd.)

Abstract Technical explanation of the full color QR code equipped with a function
capable of discriminating counterfeiting / falsification and proposal of how to use
it.The “traceability technology” being discussed in the IoT technology is to provide
information such as when, where, who used it, and what to manufacture by giving
unique QR code tags to individual items as “goods”.

Embedding confidential information in the QR code can be used as an element for
judging whether it is a genuine item or a counterfeit item.It is possible to keep
track of when the imitated goods passed to the purchaser at which point in the
distribution route.By combining other IT technologies such as “phone number
authentication” and “block chain” with high security QR code, it is possible to deal
not only with “goods” but also “human” and “money” Become.That is, it functions as
an infrastructure code of “goods, people, money”

WA : s - ASAZHHTEZMAELZIEBMLAZ7VH T — QR T — FOHAMEHH &
ZOHENTTORETH 5o

IoT Hfio 2 Tim s Twd [ =% 7 1 Hiir | &, o€ 2 1ca=—
IR QRA—-FZF#HZHZLICE-T, WO, EIT, 2R, ifxflio Tk
L7=2Dd, R vosE#lE [£2] 1052520 TE5H, QR 2— FRICHIE
DR E MDA L, HIEMPEENZOPONEB O o0EEZ L LTHHTE 5,
By ST A O L O i CHEA I S 7%, BT 22 &0 HETH D, L
FaUTAEOE QR 2 — FICEMEFGHAR 7T v 7 F = — ¥ 4 &Moo IT £l
ZHlAEDLELZET, [E/] ZFTHRL T M R [H4] 18 L ToOMATD
WHElCR %, BB, B b E/ - AADA v T75a—=FELTHRET LI LICR %,

Keyword : full color QR code, unique QR code, security QR cod, infrastructure
code, traceability technology
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In the era of smart information
Support distribution of people, goods
and money

Infrastructure code

A - T Communications Co., Ltd.

Representative Director : Azuma Yoichi
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is the only code in the world that binarizes light by color separation

P It is not a technique simply coloring a black and white QR code
P We decomposed light and binarized it
P All the scenes that people see can be made into full-color QR codes

{uml 01 04 07 10 10

Itis the only full color QR code generation technology in
the world that considers electronic eyes and human eyes.
Be g the light of the sun by p:
will not be skimmed like an IC card.

U w _s

5

Digital 1 bit (binary) |~

LT

©2018 AT Communications Inc Al rights eserved. 6
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(1) What is full-color QR code with security function

|E ABELERAT A AL IC AN TR MBI DN G U £

QRI—FOHiE o3t dAIERsIEO— RS AT3 OISR IED— FOiE

Open Data Area
(REThfeT—5E)

Open Data Area
(REEEhfT— 258

Open Data Area
(RBEENTT— 258

WEMEEAE b

Error Corection Data Area
(BRVITET — 250

Error Corection Data Area
(BYSTET — %)

Error Corection Data Area
(RYTET—55E)

SERMOERBIECBEREE2HA
CRITES WLBRTIRL)

DTN REE 2 BLL. S EES
RAEBERRELTLS
LBEF—DLBBSE—HBSNBE
BIHARICHESTREED B

BESEFIALTLOBMRY. ATNB

KOFFAACEID
AFNBURTBARICHS.

©2018 AT Communications IncAl rights reserved. 7

ITamper—prooftechnology has a superior advantage over other companies

Structure ol anti-counterfeit QR code

Structure of anti-counterfeit QR code.
(Other company) (AT

Structure of QR code “ommunications)

Open Data Area Open Data Area Open Data Area

Concealed information area b

Error Corection Data Area
Error Corection Data Area Error Corection Data Area
Concealed information area
(Not encryption technology)

decrypted,

decrypted.

©2018 AT Communications IncAll rights reserved. &
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ISince it can be judged on the spot, it will not put a load on the server

Regular website

Exsting smartshone

General purpose

Readwithgenerapupose

This QR code can not
be tampered with

Regular website

[ Access g g or

Upgraded smart

Members only site

codereader Ttdoes not putan exaloadon the
sever because tjudgesanthespot

This product may bea

Readwitha dedicated QR
codereader

o anyurther
Plase con act s

Comactus__f———>|  Contact site

©2018 A-T Communications Inc Al rights reserved. 10

|Compared to monochrome QR code, there is superiority

VS

Since monochrome QR codes are
all the same shape, the contents
of the code are not understood

Regardless of race It can be a QR
code of design that everyone can
casily understand.

Visibility

Encrypted information is
embedded in the public
area

Embed information in
private area with its own
theory

Security

With monochrome QR Can also provide a moving
code, there is no more x Extensibility @ design QR code

extensibility

In monochrome QR code, since
the contents of the code are not
known, access is not improved

The design becomes eye catching
power, and the number of accesses
improves because you can
understand the contents of the code

Access rate

With monochrome QR code,
you can not differentiate
from other companies

Due to design and safety, we can
claim brand and differentiate it
from other companies

Branding

©2018 AT Communications IncAll rights reserved.
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Sample
image ]l
.
Rt A x X x (€]
Visibility ] FrronmL SRl FromEL || %%, 4520 FAETE
e X yAN X O (@)
F i - BFEER
R 757 FElRAME
e X o A ) €}
- snwiTe maL (|
Performance || 2amozmewcan || | weEATe || smumarrrusen || kncesnysvicms || —erzvommone
£23:3 A X A X (@]
Safety lmosarsuospsnn || ma-mes-mwme || 7rossmueome || ssewes - mee (|77 EERRROREC
Rl A X X O o
Scalability - - A8 —%y FABRTR
Y |[#ar REZRE ST Lol | I gt iy
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Made in Japan Made in Japan Made in Japan Made in Japan
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IEven compared to other tags, there is overwhelming advantage

Hologram Barcode Seal vector General QR code Full color QR code
Sample
Image
.
A X X X ©
Visibility
X A X O ©)
Functionality
o . Heconicay manageable
o feevonie Can claim brand
Cost X ©) A €] (¢}
Performance Readable with general ppication
A X A X
Safety [ s possble o detetforgery and
0 natknow Forgery / Coy ssible <opy by
the real hologram e Copy pos with analog possible using a server
X X
Scalability A O ©
Noexensbity || Nooxensbityomerthan || Noexensbityotherthan {| oo mormaner || G
Ganbecopied ode management copyprevenion

©2018 AT Communications Inc Al rights reserved. 14

lListing the AT company's QR code technology, it becomes as follows

Usedarea i Fulcolor RD |+ R 3]+ Face photo QR code®
y copyrig y copyrig pytig pyti
Openarea
(area readable
by QR code reader)
=%
Made in Japan Mage in Japan Made in Japan Made in Japan
Private area A
(area that can be
read by dedicated
QR code reader) Concealed nformation | Concealed information | Concealed nformation
Itis uneasy because || Regardless of race, it |Without using a |Without using a|By using a
do notknow the lnk| is easy for anyone to [ server, you canmake [s e rv e, copy | one-of-a-kind design
@ destination unless || understand, so that | a forged judgment [detection can be [ such as a face
read i they canberead |w i t h |done with |photograph, it
vighord) " it prevents a lot of
type type copies visually.
— 1 Forgery prevention
Securitylevel  [MNSDUYIOIUAGER) ¢ . orerrence | Anti-counterfeiing | FOr9e™ Prevention | opy dtection and
‘with human eyes and copy detection | yisua| copy inhibition
Presence Traceable with
or absence of trace (Vo variable code | 11 N
Auto generation I.U:ETQ‘ ) Provide automatic generation engine
= 0goQ Maker (e o S pereeana

Variable code

Costofinuoduction | Basicallyfree | gt ol

| + Cost of forgery prevention and copy detection function

©2018 AT Communications IncAl rights reserved. 16
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|We will do electronic quality assurance |Comparison with other similar QR codes

In collaboration with the Graduate School of Science and Engineering, Kagoshima University, Other companies use 30% error correction area.(This means that anyone can make it)
we developed an electronic checker. Also, because it is only an idea of putting color on black and white cells, reading accuracy is
The examination content is divided into JIS standard part of QR code and original part of color. not guaranteed.

We compare the original QR code with the QR code after printing and judge the shipping
standard from the difference.

AT Communications Other comment AT Communications Other comment

W £ In the method of
controlling color densiy,
there are the following

W The QR code is de-
signed to be readable
even i itis 30% missing,

(e
rih 15 BR AN

(€rror correction are2) problems
Since other companies DReading accuracy is
use the error correction not stable.

3Because there is no au:
tomatic generation
engine, it is difficult to
generate a large amount.

area, there are the fol-
lowingissues.

DSince the error correc:
tion area is used to the
maximum, reading accu-

racyis bad. B The AT company's QR
Fenie, o 3This specification can codeis generated by pat-
| | be forged by anyone ented technology and
therefore has the follow-
WThe AT company's QR ing features.

DWhile maintaining
reading accuracy, a wide
range of designs are pos-
sible.

3Because there s an au.
tomatic generation
engine, tis possible to

code s generated by pat-
ented technology and
therefore has the follow-
ing features,

DReading accuracy is

Ditis difficult to tamper

e - with. generate a large amount.
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Ilnfrastructure in the smart information age is QR code and smartphone application

Next generation smart information age arrives full-scale

It became the era of controlling with "QR code” and

| All contents on the Internet

i i smartphone application
Animation FinTech E-coin  E-commerce

E-book Exiiz IoE
E-cash SNS Big data

E-mail

For example, in China, all settlement and management is

done with QR code and smartphone application.

Music loT E-transaction Currently, these businesses are evolving further.

y Picture
. Netelection Home page

P Every company can enter business using “smartphone

3 app".
Internet |
(2) Position in smart information age »*Black and white QR code” can also be introduced by
all companies.
—The world's most popular QR code has safety issues.
aital Smart EERE EiiCollar In the age of smart information, it the era of full-color
Digital Phone & Secure QR security QR code.

13 13 13 13 13 13

Digital data Full color security QR code |

9 [Features] (Only one business is possible)
@ Full color design QR code can be created
@ Forg ion and copy detection are p
3 Al can be generated with variable code
It can be an automatic generation engine
| ) Several patents have been acquired at home and abroad

[ All analog information (people, goods, money)

©2018 AT Communications IncAll rights reserved. 24
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(3) SR . BRmEsREDEA

Jit will be a dedicated code for smart information age

Existing business is a model dependent on World IT companies create a lot of business “The smartphone applicaion s evoling day by cay.
dicated hardviare equipment Soit s not models using R codes and smartphone The QR code has also evalved intothe next generation type
~ ¢ 2ppl 2 code.

st burden & models not

» Globaldeployment i posslle with business with rights

Everyday evolving
== smartphone appli

E+mw
b E

o Imm
P Y
v I

crecitcord 1
CreditsuppotPOS Cosh/ barcode tr [Features of QRcodel
@

* Apple
 Fatebook an be generated in full color
._! E - Amazon rever copy detection possible
. 5 - google Sefta ype withou
) 4 +Tencent @ Can be created with auto generation engine

Mbska BT ——
o Currently, | am i business with _italso functions as promotion
Felacompatible black-and-white QR code. ® Multiple vested in Japan / US / Europe / China
o
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(3) Application example 1: Solving distribution

problems of products
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ISecuring the safety of product distribution is an important issue

[ Sales style the manufacturer wants to aim for ]
© Understand the state of the distribution route of the company's productss - Leader ; A
© Counterfeit countermeasures (We want to grasp whether imitations are on the sales store and
process it promptly) - Leader ; B
© Communication & marketing with customers (sucking up user's opinions, etc.) = general-
purpose QR code reader

3 e e

—d

* t

'\) § essnd :I'.

©2018 AT Communications Inc Al rights reserved.

|Give a security QR code with a unique number for each product

[Product List)

ProductNo | Made date
001LAWO6401050 | 2018915 | Y81 | Singapore | ABCShokai
001LAW04411223 | 2018916 | S-Al Egypt OEF Shoj.
004HVB43918102 | 2018915 | kD1 China GHIshokal

004HVB93401123 | 2018906 | KDI China GHIShokal

Public information
https://logoq.net/atcom/s
eihinA/001LAW06401050/

Nonpublic information|

180915

k@ D D

Confirm product trace information

Part that can be read with general-purpose QR
reader
For example, the serial umber of ach product

Part that can be read by dedicated QR code reader

apoday

Read the QR code Genuineness judgment
Read QR code with
dedicated smartphone m

i
> o

in charge

©2018 AT Communications IncAl rights reserved. 32
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IDetermine whether the product is genuine and grasp the distribution route

[The productledger will be managed in the block chain |

©2018 A-T Communications Inc Al rights reserved. 34

(3) IGAAI2 ; QRO— FRFERY 97 & LEALER

(3) Application example 2; measures to prevent QR code

settlement impersonation
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IWhat we provide is an auto-generated engine and a dedicated reader

@ Provide full-color QR code automatic generation engine with security function

Decide the base design

3009piAGB, PEGdata  Print outwith var- LT ]
1556QMaker wilbe generaed abe software
o D 3g5QMaker Export 0 PDF cota ewillbe prnted
B S fihe unique QR <ode toCSV onstickers tc
dataand pourititothe auto generaton engine

@ Providing a dedicated QR code reader application (module) that recognizes security

"MD&?"{’;’) Dedicated reader A
nfatonjudgmens | | SGE000 | prer genuineness judgment,
BB | | access o product management ste

g
Loamomne

o)
R s caonss

Qe —

Upgrade each company's

Dedicated reader B
smartphone application

~» Perform only authenticty judgment
Imaton judgment

Read with a dedicated reader
(There are Atype and 8 type)
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|QR code settlement has a problem of tampering

perid
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IThe payment side QR code uses anti-tampering QR code and telephone number authentication®

@Register a phone @ We perform identity verification with IVR
number from the Internet (automatic voice response, analog)

>l

Lstentothe authentication number

Identification

WA automatic elephone.
‘@ byvoice (Prevent spocfing) Enterthe authentication

ex) 090-1234-5678
Register

al
digts of the purchasers birthday

v

@We embed a part of the authenticated telephone
number in the secret area of the QR code and send it

[=; =1

reception
(Callt0090-1234-5678) vl

@The QR code sent to

the smartphone
application will be the é
authentication code

for your own use

ex) A part of 090-1234-5678 is
embedded in the secret area
of the QR code

(patented technology)

A QR code in which a part of his / her telephone
number is secretly embedded, it will be your own code
3% One time password code is unnecessary
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IThe payment side QR code uses anti-tampering QR code and telephone number authentication

a I 4 I
@ Read QR code with dedicated QR code reader @ You can also issue
— A phone call is placed on the smartphone
you have. (Or short mail will be delivered)
= Itis confirmed that you are the principal
— The settlement will be executed

your own pre-prepaid code
= Since you can issue your own QR code,
You can issue QR code for prepaid

Make cash into
digital currency

Cash can be offered in digital currency with
3 Time to phone call: 1.5 ~ 3 seconds exclusive QR code.

(Time depends on communication situation etc) Itis not settled except combinations of my
smartphone and dedicated QR code

& J & J
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(Z¥EH 201843 H10H BikdLE H 20184 3 H30H)

I Phone number authentication is secure because it is 2 element 2 route authentication

@ The recipient's anonymity is guaranteed
+ You can not identify yourself by phone number alone (there is anonymity)
« Anyone can use anywhere — Since it is a mobile phone, the same
mechanism can be done overseas *
-Since it is a telephone number, the same level of security can be secured
(@Payee's individual identification is possible
+When an incident occurs, it is possible to identify an individual 0'/ )))}
— Itis possible to specify from the call history |
@An audit trail is possible
« As long as you are using an internet line, you may be hacked, but you can

rest assured that you can not hack the phone line.
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